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Abstract. This article examines the limitations 

of existing hybrid rollup solutions and presents an 

adaptive L2 architecture model that leverages 

artificial intelligence mechanisms. It is shown that 

current approaches to combining optimistic and ZK 

verification are largely based on static rules or 

manual mode selection, which prevents them from 

effectively accounting for load dynamics, risk 

profiles, and domain-specific properties of 

applications. Based on an analysis of optimistic, 

ZK, and hybrid rollups, an adaptive hybrid rollup 

model with AI-based transaction routing is 

proposed. This model combines transaction 

classification, GNN-based decision making, 

LSTM-based network condition forecasting, a dual-

path execution system, and a continuous learning 

module. The article describes a Predictive Routing 

Algorithm that performs proactive selection 

between ZK and optimistic paths, taking into 

account cost, latency, security, and risk profile, as 

well as a Dynamic Resources Allocation 

mechanism that dynamically redistributes resources 

between the paths. The proposed multi-criteria 

optimization framework demonstrates the ability to 

tune objective weights to the specifics of different 

classes of DeFi and Web3 protocols. It is shown that 

the implementation of such a model is promising for 

systems with high transactional intensity, as it 

enables a shift from manual configurations to 

automated, data-driven policies for resource and 

risk management in hybrid rollup architectures. 

Keywords: web3, adaptive hybrid rollups, 

artificial intelligence, blockchain. 

 

INTRODUCTION 

 

Contemporary blockchain networks face a 

fundamental scalability challenge that limits 

their widespread adoption in the global digital 

economy. The Ethereum network is capable of 

processing only 15-30 transactions per second 

at the base layer [1, 2], while centralized 

payment systems demonstrate throughput that 

exceeds this metric by several orders of 

magnitude [1]. Limited throughput leads to 

network congestion and significant increases in 

transaction costs [2], creating a barrier to mass 

adoption of blockchain technology. 

Layer-2 solutions, particularly rollups, 

successfully reduce the load on the main 

blockchain, offering more scalable 

infrastructure [3]. Among rollup technologies, 

optimistic rollups and zero-knowledge proof 

rollups have gained the widest adoption [4]. 

Optimistic rollups, including Arbitrum and 

Optimism, provide full compatibility with the 

Ethereum Virtual Machine and low transaction 

costs ranging from $0.10 to $0.30 [4, 5], 

however they have a significant limitation in 

the form of a seven-day waiting period for final 

confirmation [6, 7]. ZK-rollups, such as zkSync 

Era and StarkNet, ensure faster transaction 

finality and efficient data compression [8, 9, 10, 

11], but the generation of cryptographic proofs 

requires significant computational resources, 

which is reflected in higher transaction costs 

[5]. 

Analysis of existing solutions reveals a 

fundamental shortcoming in the form of 

absence of mechanisms for adaptation to the 

specifics of individual transactions and 
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dynamic network conditions. Both optimistic 

and ZK-rollups apply a single verification 

strategy to all operations regardless of their  

value, urgency, or security requirements [1]. 

Initial attempts to overcome these limitations 

are represented by static hybrid architectures, 

however these systems remain constrained by 

predefined routing rules and are unable to 

dynamically adapt to changes in network load 

[12, 13, 14]. 

Systematic reviews demonstrate successful 

application of machine learning methods for 

optimizing various aspects of blockchain 

systems, including consensus mechanisms and 

dynamic optimization of resource allocation 

[15, 16, 17]. However, the potential for 

applying artificial intelligence for intelligent 

routing between different verification 

mechanisms in rollups remains insufficiently 

explored in scientific literature [18]. 

The objective of this work is a systematic 

analysis of the possibilities and prospects for 

creating adaptive hybrid rollup systems that 

utilize artificial intelligence for dynamic 

routing of transactions between zero-

knowledge verification and optimistic 

verification mechanisms. The research is aimed 

at developing a conceptual architecture of an 

adaptive hybrid system, analyzing the 

possibilities of its practical application, 

theoretical prediction of efficiency, and 

evaluation of the technology's development 

prospects. 
 

REVIEW OF ROLLUP TECHNOLOGIES 

 

Optimistic Rollups 
 

Optimistic rollups represent a second-layer 

scaling technology based on the assumption of 

network participant honesty. Unlike traditional 

approaches that require active verification of 

each transaction, optimistic rollups proceed 

from the presumption of operation correctness 

until proven otherwise [19]. This architectural 

feature provides a significant increase in 

throughput while maintaining an acceptable 

level of security through the fraud proof 

mechanism. 

The architecture of optimistic rollups 

presupposes the presence of two key roles: 

sequencers, responsible for collecting and 

processing transactions, and verifiers, who 

oversee the network and initiate challenge 

procedures upon detection of incorrect 

operations [20]. Sequencers ensure the batching 

of a significant number of transactions into 

batches, which are subsequently published in 

the main blockchain together with a new state 

root. A critical feature of this process is that 

sequencers must deposit collateral to participate 

in the network, which can be confiscated in case 

of detection of malicious behavior [20]. The 

fraud proof mechanism constitutes a 

fundamental element of optimistic rollup 

security. After publication of a transaction 

batch, a challenge period begins, during which 

any network participant can initiate a procedure 

to verify the correctness of proposed state 

changes [6]. Modern implementations of 

optimistic rollups utilize interactive fraud 

proofs, which require several rounds of 

interaction between the sequencer and 

challenger to determine the specific instruction 

that caused the error [21]. This approach 

significantly reduces the cost of verification 

compared to non-interactive proofs, which 

require re-execution of all batch transactions on 

the first layer. The challenge period 

traditionally amounts to approximately seven 

days in leading optimistic rollups, including 

Arbitrum, Base, and Optimism [6, 7, 19, 20]. 

This duration is necessitated by the need for 

protection against economic censorship attacks, 

where an attacker may attempt to block 

challenge submission through bribing block 

producers [21]. Research shows that to ensure 

successful completion of the challenge period 

in the presence of economic censorship, the 

period duration must exceed one week, 

proceeding from the assumption that the 

Ethereum community will implement a social 

response in the form of a hard fork of the chain 

within this timeframe [21]. 

The main advantage of optimistic rollups is 

their compatibility with the Ethereum Virtual 

Machine and relatively low transaction costs. 

Following the implementation of the EIP-4844 

upgrade, which introduced specialized data 

storage space in the form of blobs, the average 

transaction cost in optimistic rollups decreased 

to a range from $0.10 to $0.30 [22]. This is 
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achieved due to the fact that optimistic rollups 

do not require generation of complex 

cryptographic proofs for each transaction batch, 

which reduces computational costs and 

accelerates the processing procedure [6]. 

However, optimistic rollups have significant 

limitations that constrain their widespread 

adoption in time-sensitive applications. The 

most critical problem is the delay in final 

transaction confirmation, which can reach 

seven days as a result of the necessity to wait 

for completion of the challenge period [7]. This 

creates difficulties for users when withdrawing 

funds from the second layer to the main 

blockchain and limits the technology's 

applicability for cases requiring rapid finality. 

An additional limitation is dependence on the 

presence of honest network participants capable 

of detecting and challenging fraudulent 

transactions, which creates additional 

requirements for decentralization and verifier 

activity [6]. Contemporary research, 

particularly the Dynamic Fraud Proofs 

protocol, proposes the possibility of applying 

dynamic fraud proofs to reduce the challenge 

period under ideal conditions [23]. This 

approach presupposes adaptive modification of 

the challenge period duration depending on 

verifier activity and absence of disputes, which 

could potentially improve user experience 

without compromising system security. 

However, full implementation of this concept 

requires additional research regarding 

economic incentives and cryptoeconomic 

resilience. 

 

Zero-Knowledge Proof Rollups 

 

Zero-knowledge proof rollups represent an 

alternative approach to blockchain scaling 

based on the use of cryptographic proofs for 

verification of computation correctness without 

revealing transaction details. Unlike optimistic 

rollups, ZK-rollups actively generate and verify 

validity proofs for each transaction batch, 

ensuring instant finality and a higher level of 

security [8]. The architecture of ZK-rollups 

includes several key components: a sequencer 

responsible for processing transactions off-

chain, a proof generator that creates 

cryptographic confirmations of computation 

correctness, and a smart contract on the first 

layer that verifies submitted proofs [10]. The 

transaction processing procedure begins with 

collecting operations into a batch, after which 

the proof generator creates a succinct 

cryptographic proof confirming the correctness 

of the state transition. This proof, together with 

compressed transaction data, is published on 

the main blockchain, where the smart contract 

performs verification and updates the state root 

[10]. There are two main types of zero-

knowledge proofs applied in ZK-rollups: zk-

SNARKs and zk-STARKs, each of which has 

unique characteristics, advantages, and trade-

offs [24, 25]. 

A key advantage of ZK-rollups is the 

possibility of instant transaction confirmation 

without the need to wait for a challenge period. 

After the validity proof is verified by the smart 

contract on the first layer, the new state is 

considered final and immutable [8]. This allows 

users to quickly withdraw funds from the 

second layer, typically within 10-30 minutes, 

which represents a cardinal improvement 

compared to the seven-day waiting period in 

optimistic rollups [6, 10]. An additional 

advantage is significant data compression 

achieved through the use of cryptographic 

proofs. Instead of publishing complete data 

about each transaction, ZK-rollups publish only 

succinct proofs and minimal information 

necessary for state recovery [10]. This leads to 

a reduction in load on the main blockchain and 

improvement of overall ecosystem scalability. 

Research shows that ZK-rollups can achieve 

data compression at a level of 90% compared to 

publishing all transactional data [11]. 

However, generation of zero-knowledge 

proofs requires significant computational 

resources, which is reflected in higher 

transaction costs compared to optimistic 

rollups. Analysis of practical implementations 

demonstrates that the average transaction cost 

in ZK-rollups fluctuates in a range from $0.50 

to $1.00 under normal conditions, with the 

possibility of growth to $3-10 during high first-

layer congestion [5]. This creates an economic 

barrier for applications with high frequency of 

low-value transactions, particularly 

micropayments and gaming applications. An 

additional challenge is the complexity of 
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ensuring compatibility with the Ethereum 

Virtual Machine. Development of zkEVM 

capable of generating proofs for execution of 

arbitrary smart contracts presents significant 

technical difficulties due to the complexity of 

EVM instructions and the necessity of their 

representation in the form of arithmetic circuits 

[26, 27]. There are various approaches to 

zkEVM implementation with different levels of 

compatibility: from full EVM equivalence 

allowing direct deployment of existing 

contracts, to specialized virtual machines 

optimized for proof generation [27]. The risk of 

centralization also constitutes a substantial 

problem for ZK-rollups. Proof generation often 

requires specialized hardware, which can lead 

to concentration of this function in the hands of 

a limited number of operators [28]. This creates 

potential vulnerability to transaction censorship 

and manipulation of their execution order, 

which contradicts the principles of blockchain 

system decentralization. Contemporary 

research is focused on developing decentralized 

networks of proof generators and mechanisms 

for incentivizing participation of multiple 

independent operators [28]. 

 

Hybrid Rollups 

 

Awareness of the limitations of both 

optimistic and ZK-rollups has led to the 

development of hybrid architectures that seek 

to combine the advantages of both approaches. 

These solutions represent diverse strategies for 

integrating verification mechanisms, from 

conceptual models of seamless transition 

between proof types to practical 

implementations with artificial intelligence 

integration at the sequencer level. A brief 

overview of key hybrid projects is presented in 

Table 1. 

The considered hybrid solutions, despite the 

innovation of architectural decisions, are 

characterized by the static nature of decision-

making regarding the choice of verification 

method [12, 13, 14]. The systems use fixed 

routing criteria that do not account for dynamic 

changes in operating conditions: current 

network load, gas cost on the first layer, specific 

transaction requirements regarding 

confirmation speed or security level. Such 

absence of adaptivity leads to suboptimal 

resource utilization, when the system applies an 

excessively expensive verification mechanism 

for simple operations or an insufficiently secure 

approach for critical transactions. 

 

Potential of Adaptive Hybrid Architectures 

 

Research on the application of machine 

learning methods for optimization of 

blockchain systems demonstrates the potential 

of artificial intelligence algorithms for dynamic 

optimization of resource allocation, where ML 

approaches notably outperform static 

management schemes [15, 16, 17]. In parallel, 

the integration of AI and blockchain is at the 

stage of active development: thousands of 

repositories, scientific publications, and 

double-digit growth rates of the solutions 

market at the intersection of these technologies 

indicate the formation of a separate research 

direction [15, 16, 17]. The evolution of this 

combination proceeds from initial theoretical 

analysis and prototypes to implementation in 

practical scenarios – from finance and energy to 

the Internet of Things. Against this background, 

concepts such as optimistic machine learning 

(opML), hybrid consensus with ML 

components, and AI analysis of market data 

demonstrate the technical feasibility of 

incorporating AI into critical circuits of 

blockchain infrastructure [17, 29]. 

At the same time, the potential for applying 

AI specifically for intelligent routing between 

different verification mechanisms in rollups 

remains insufficiently explored. Existing 

systems do not provide context-dependent 

balancing between cost, speed, and security: 

critical high-value transfers and routine 

microtransactions are processed according to 

the same logic, without consideration of risk 

profile, deadlines, or application domain [12, 

13, 14]. Advanced mechanisms for predicting 

network load and personalizing priorities for 

different categories of users and protocols are 

also absent: DeFi liquidation scenarios require 

maximum security and fast finality, while 
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Table 1. Comparative characteristics of static hybrid solutions 

 

 

gaming applications can tolerate additional 

delay for the sake of cost reduction. The lack of 

flexible, formalized service level agreements 

(SLA) limits the ability of current rollup 

architectures to effectively serve the 

heterogeneous requirements of contemporary 

decentralized applications. 

Technical and organizational limitations of 

AI integration with blockchain – high cost and 

latency of executing complex models on-chain, 

requirements for privacy, scalability and 

interoperability, as well as ethical questions of 

algorithm fairness [17, 18] – indicate the 

necessity for intellectually adaptive hybrid 

architectures. In such systems, AI does not 

replace basic cryptographic guarantees, but acts 

as a superstructure that analyzes transaction 

context, current and predicted network state, 

and participant priorities, forming decisions 

about the choice of verification mechanism and 

resource allocation. Against the background of 

expected growth in transaction volumes and 

diversification of blockchain usage scenarios 

[4, 5], the development of such intellectually  

adaptive hybrid rollups emerges as a critical 

direction for further research, aimed at 

combining the advantages of AI and Web3 

without loss of fundamental properties of 

decentralized systems. 

 

ADAPTIVE HYBRID ROLLUP MODEL 

WITH AI-BASED TRANSACTION 

ROUTING 

 

Key Principles and Components of the 

Adaptive Hybrid Rollup Model with Intelligent 

Routing 

 

Analysis of existing hybrid solutions reveals a 

fundamental limitation: the static nature of 

decision-making regarding the choice of 

verification mechanism. BOB allows users to 

manually choose between standard withdrawal and 

validity proof on demand, which transfers decision 

complexity to the end user [13]. Morph applies a 

reactive approach through Responsive Validity 

Proof, generating ZK-proofs only upon challenge 

occurrence, but does not provide for preventive 

optimization [14]. ZKM offers a configurable 

mechanism for selection between optimistic and 

ZK-verification, however configuration is 

performed at the system level rather than individual 

transaction level [12].  

The proposed model is based on three 

principles that distinguish it from static hybrid 

solutions: 

Project Hybrid Approach Unique Feature Finality Time 

ZKM Entangled Rollups based on 

zkMIPS with configurable 

selection between optimistic 

and ZK-verification [12] 

Universal zkVM allows users 

to choose withdrawal mode: 

fast with higher cost or slower 

with lower costs [12] 

10-30 min (ZK) or 7 days 

(optimistic) 

BOB Combining Bitcoin security 

with Ethereum 

programmability through OP 

Stack and Bitcoin finality 

mechanism [13] 

Hybrid ZK-proofs for state 

verification combined with 

BitVM for trust-minimized 

bridge to Bitcoin [13] 

Depends on phase: ETH L2 (7 

days) / BTC finality (in 

development) 

Morph Responsive Validity Proof 

(RVP): optimistic 

architecture with reactive ZK-

proof generation [14] 

Sequencer generates ZK-

proof only upon challenge, 

which reduces verification 

period and lowers data 

publication costs [14] 

1-3 days 

Zircuit Integration of ZK-proofs with 

AI security monitoring at 

sequencer level [30] 

Specialized sequencer with 

automated AI mechanisms for 

proactive detection of 

malicious transactions and 

vulnerability exploitation 

[31] 

10-30 min (ZK) 
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1. full automation - the system independently 

makes optimal decisions for each 

transaction without user or application 

developer intervention; 

2. principle of proactive adaptation - the 

system not only reacts to current conditions, 

but also predicts future changes in network 

load and preventively redistributes 

resources; 

3. principle of continuous learning - ensures 

constant improvement of decision quality 

through analysis of previous operation 

results and model adaptation to the 

specifics of different application types. 

The enumerated principles are 

implemented through an architecture of five 

interconnected components: 

1. transaction analysis and classification 

module; 

2. AI decision-making core; 

3. dual-path execution system with dynamic 

load balancing; 

4. network conditions prediction module; 

5. continuous learning system with feedback 

loop. 

The transaction lifecycle in the proposed 

adaptive hybrid model is depicted in Figure 1. 

 

 

Collectively, these principles and 

architectural components form an adaptive 

hybrid rollup model capable of real-time 

selection of the optimal transaction processing 

path and evolution in accordance with dynamic 

network conditions and application protocol 

requirements. 
 

AI Routing Mechanism 

 
The proposed AI routing mechanism 

implements automatic selection of the 

processing path for each transaction without the 

need for user participation. The core of the 

system is a Graph Neural Network that 

processes fourteen parameters through a 

dependency graph, where nodes represent 

transaction parameters and network state, and 

edges reflect their interrelationships [32]. 

Parameters are divided into 5 groups. 

The first group of parameters includes 

financial metrics: transaction value in USD 

equivalent, current gas price on the first layer, 

gas price forecast for the next four hours based 

 
Fig. 1. Transaction flow in adaptive hybrid rollup architecture 
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on LSTM model, and economic model of the 

application. The second group encompasses 

temporal requirements: explicitly specified user 

deadline, speed criticality for application type 

(DeFi requires speed, gaming tolerates delays), 

and historical usage pattern of a specific user. 

The third group of parameters concerns 

security: smart contract reputation score based 

on audit history and incidents, transaction logic 

complexity determined through static bytecode 

analysis, and risk profile of sender address. The 

fourth group includes contextual data: 

application type (DeFi, NFT marketplace, 

gaming, social), time of day and day of week 

for detecting cyclical load patterns, and 

correlation with activity on other Layer 2 

networks. The fifth group encompasses 

network conditions: current load of ZK and 

optimistic paths, transaction queue sizes, 

available throughput in both directions, and 

load forecast based on historical data of 

analogous periods [15, 16, 17]. 

In the proposed model, an important role is 

played by the Predictive Routing Algorithm, 

which transitions the system from a reactive to 

a proactive approach to transaction routing. The 

system uses an LSTM model with three layers 

to predict network load four to six hours ahead 

based on historical data from the previous six 

months [15, 16, 17]. The model accounts for 

cyclical patterns: daily activity peaks during 

opening of American and Asian markets, 

weekly patterns with higher activity in mid-

week, and seasonal trends. If a period of high 

load is predicted, the system preventively 

redistributes non-critical transactions to the 

optimistic path 30-60 minutes before the 

expected peak, reserving ZK capacity for 

critical operations. The proposed strategy has 

the potential to significantly reduce the risk of 

ZK-path overload during peak load periods 

while simultaneously lowering average 

transaction costs compared to the reactive 

approach. 

 

Dual-path System with Dynamic Balancing 

 

Unlike static hybrid architectures with fixed 

or minimally adaptive resource allocation, the 

proposed dual-path system implements fully 

dynamic balancing of throughput between ZK 

and optimistic paths. The ZK-path uses zk-

SNARK proofs for transactions requiring fast 

finality (10-30 minutes) and maximum security, 

with support for batch processing to amortize 

costs [10, 24]. The optimistic path applies the 

presumption of correctness with a dynamic 

challenge period from 24 hours to 7 days 

depending on transaction risk profile: 

operations with verified contracts and low 

value receive a shortened period, while 

suspicious or high-value operations are subject 

to the full seven-day period. 

The presence of a Dynamic Resource 

Allocation mechanism ensures automatic 

scaling of available resources between paths in 

real time. The system monitors three key 

metrics: utilization coefficient of each path's 

throughput, average queue waiting time, and 

transaction processing cost. When the ZK-path 

reaches 80% load, the system automatically 

increases the share of proof generators allocated 

to this direction from the baseline level of 30% 

to a maximum of 70% within  

 

5-10 minutes. In parallel, a throttling 

mechanism is activated for non-critical 

transactions: operations with a priority score 

below 0.3 are automatically redirected to the 

optimistic path or postponed until load 

normalization [17]. This approach ensures 

guaranteed service level for critical operations 

even during activity peaks, which is difficult or 

impossible to achieve with static systems. 

 
Adaptive Multi-Criteria Optimization Framework 

 
Traditional approaches to rollup system 

optimization use static weight coefficients for 

balancing between cost, speed, and security. The 

proposed Adaptive Multi-Criteria Optimization 

Framework introduces temporal dependence of 

weight coefficients that change in real time based on 

context. The optimization function is defined as 

Figure 2. 

 

 

Fig.2. The optimization function for Adaptive 

Multi-Criteria Optimization. 
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Where wᵢ(t) are adaptive weights that evolve 

through a reinforcement learning mechanism. 

Instead of a fixed distribution (0.2, 0.3, 0.5) for 

all DeFi applications, the system learns specific 

patterns of individual protocols: Uniswap-like 

DEXs receive higher speed weight (0.15, 0.45, 

0.40) due to the importance of execution before 

price changes, while lending protocols like 

Aave receive emphasis on security (0.15, 0.25, 

0.60). Similarly, for payment stablecoin 

services, cost and transfer speed become 

priorities (0.40, 0.40, 0.20). For NFT 

marketplaces (trading tokenized assets at fixed 

or auction prices) a more balanced profile is 

appropriate (0.30, 0.40, 0.30), while for cross-

chain bridges and liquidity transfer protocols 

with high exploit risks, weights are additionally 

shifted toward security (0.10, 0.20, 0.70). 

The system receives feedback through three 

channels and uses it to adapt weights. Explicit 

user ratings are collected through an optional 

rating mechanism after transaction completion, 

where users can indicate satisfaction with 

speed, cost, and reliability. Implicit signals are 

derived from behavioral patterns: if a user 

repeatedly sends a transaction with higher gas 

price within 10 minutes after the first attempt, 

this signals dissatisfaction with speed, and the 

system increases the speed weight for similar 

future operations of this user by 0.1. System 

metrics include the percentage of transactions 

that did not complete successfully within the 

expected timeframe, average time from 

submission to final confirmation, and 

frequency of challenges in the optimistic path. 

The reinforcement learning agent uses 

accumulated reward as a signal for gradient-

based updating of weight coefficients hourly, 

achieving convergence to optimal policy within 

7-14 days for a new application type. 

 

WORK SCENARIOS: DEMONSTRATION 

OF ADAPTIVITY 

 

Scenario 1: Preventive Optimization During 

Predicted Peak 

 

At 13:00 UTC, the system detects 

through the LSTM model a high probability 

(0.87) of an activity peak at 14:30 UTC (NYSE 

opening). Current load: ZK-path 45%, 

optimistic 30%. The system analyzes queues 

and identifies 340 non-critical transactions 

(gaming operations, low-value NFT transfers) 

with a deadline greater than 2 hours. The AI 

mechanism makes the decision: 

1. move 280 non-critical transactions to 

the optimistic path, 

2. increase proof generator allocation for 

the ZK-path from 30% to 55%, 

3. activate priority throttling with a 

threshold of 0.4 instead of the standard 

0.2. 

At 14:30 UTC, the expected peak 

occurs: 1200 new transactions in 15 minutes, 

65% of which are DeFi operations. Thanks to 

preventive optimization, the ZK-path reaches 

82% load (not overloaded), average finality 

time 18 minutes, no critical transaction delayed. 

Without preventive optimization: predicted 

load 127%, waiting time > 45 minutes. 

 

Scenario 2: Adaptive Classification Based on 

Contextual Analysis 

 

Two users send transactions interacting 

with the same DeFi contract (lending protocol). 

User A: borrow operation for 50 ETH, 

address with 2-year history, 450 successful 

transactions, reputation score 0.92. User B: 

borrow operation for 45 ETH, address active for 

3 weeks, 12 transactions, reputation score 0.31. 

The AI mechanism analyzes the 

context: both operations are financially 

significant, but risk profiles differ. Decision: 

transaction A is routed through the optimistic 

path with shortened challenge period of 48 

hours (high reputation), cost $0.15. Transaction 

B is routed through the ZK-path (low reputation 

= higher risk), cost $0.85, finality 22 minutes. 

After a week, user B completes 30 successful 

operations, reputation score rises to 0.68. The 

next analogous transaction is automatically 

routed through the optimistic path, 

demonstrating system adaptation to behavioral 

profile changes. 

 

Scenario 3: Continuous Learning Through 

Feedback Loop 
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A new gaming application integrates with 

the system. Initial parameters: baseline weight 

distribution (0.5, 0.3, 0.2) for gaming category. 

First 1000 transactions: the system collects 

data on implicit signals. Pattern detected: 23% 

of users repeatedly send transactions with 

higher gas price, 12% leave negative explicit 

ratings with complaints about slowness.  

The reinforcement learning agent interprets: 

users of this particular application are more 

sensitive to speed than typical gaming 

applications. After 72 hours, the system adapts 

weights to (0.35, 0.50, 0.15), increasing the 

share of transactions routed through the ZK-

path from 8% to 22%. 

Next 1000 transactions: frequency of 

negative feedback decreases to 7%, satisfaction 

indicator grows from 3.2 to 4.1 out of 5. The 

system continues fine-tuning, achieving 

optimal weights (0.32, 0.53, 0.15) after 14 days, 

after which it reaches a stable state with 

periodic micro-adjustments. 

 

CONCLUSIONS 

 

Summarizing the results, it can be stated that 

the proposed adaptive hybrid rollup model 

represents a conceptually new approach to 

organizing Layer 2 solutions, which differs 

from existing static systems in three key 

principles: full automation of decision-making 

at the individual transaction level instead of 

manual selection (BOB) or system 

configurations (ZKM); proactive adaptation 

through prediction of future network conditions 

instead of reactive response (Morph RVP); 

continuous learning through reinforcement 

learning with adaptation to the specifics of 

different application types. 

To implement these principles, a five-

module architecture has been developed that 

integrates an analysis module with fourteen 

transaction classification parameters, an AI 

core based on Graph Neural Network, a dual-

path execution system with Dynamic Resource 

Allocation mechanism, an LSTM prediction 

module, and a continuous learning system 

through feedback loop. Theoretical analysis 

indicates potential advantages: reduction in 

transaction costs through dynamic distribution 

between ZK and Optimistic paths, reduction of 

delays during peaks through preventive 

resource redistribution, improvement in routing 

quality through adaptation to protocol specifics, 

as well as elimination of the need for technical 

understanding of verification mechanisms on 

the part of users. 

The model proves particularly appropriate 

for DeFi protocols with operations varying in 

criticality, gaming and social applications with 

mass low-cost transactions, cross-chain bridges 

with automatic balancing of security and speed, 

as well as payment systems with high 

transactional intensity. 

At the same time, despite the conceptual 

attractiveness of the proposed model, there 

exists a number of unresolved questions that 

require in-depth investigation and may limit the 

practical applicability of the approach. Critical 

priority questions include formal verification of 

AI component security, as currently there are no 

formal proofs of system resilience to 

manipulation by attackers and adversarial 

attacks on neural networks making routing 

decisions. Confidentiality of behavioral data 

constitutes another critical challenge, as 

learning mechanisms require access to user 

transaction patterns, which demands 

development of privacy-preserving approaches 

to machine learning in the context of public 

blockchains. High priority is assigned to 

inference scalability issues, as it is necessary to 

ensure decision-making latency of less than ten 

milliseconds even when processing thousands 

of transactions per second, which may prove to 

be a technically complex task for sophisticated 

models such as Graph Neural Networks. 

Empirical validation of the proposed approach 

also remains an open question due to the 

absence of experimental data on the actual 

effectiveness of the adaptive system compared 

to static hybrid solutions under real operating 

conditions. Medium priority questions include 

development of an economic model with 

determination of incentive mechanisms for 

validators and provers under conditions of 

dynamic load distribution, as well as ensuring 

compatibility with existing Layer 2 stacks and 

creating a clear migration path for decentralized 

applications already functioning on static rollup 

solutions. 
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Further development of the model requires 

implementation of proof-of-concept and 

empirical testing, formal security analysis, 

development of privacy-preserving learning 

mechanisms, investigation of decentralized 

approaches to AI inference, as well as analysis 

of economic incentives and game-theoretic 

properties of the system. Overall, the proposed 

model represents a conceptual framework for 

next-generation Layer 2 solutions, where 

cryptographic verification protocols are 

integrated with intelligent resource 

management systems, laying a theoretical 

foundation for transition from static to adaptive 

systems that independently optimize the 

balance between cost, speed, and security. 

Practical implementation and empirical 

validation constitute the subject of future 

research and will determine the boundaries of 

the approach's applicability in production 

environments. 
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Адаптивні гібридні ролапи: 

інтелектуальна маршрутизація між ZK та 

оптимістичною верифікацією 

 

Микола Маленко 

 

Анотація. Дана стаття присвячена 

дослідженню обмежень сучасних гібридних 

ролап-рішень та розробці адаптивної моделі L2-

архітектури з використанням механізмів 

штучного інтелекту. Показано, що існуючі 

підходи до поєднання оптимістичної та ZK-

верифікації здебільшого ґрунтуються на 

статичних правилах або ручному виборі режиму, 

що не дозволяє ефективно враховувати динаміку 

навантаження, ризики та доменні особливості 

застосунків. На основі аналізу оптимістичних, 

ZK та гібридних ролапів запропоновано 

адаптивну гібридну rollup-модель з ШІ-

маршрутизацією транзакцій, яка поєднує 

класифікацію транзакцій, GNN-базоване 

прийняття рішень, LSTM-прогнозування 

мережевих умов, dual-path систему виконання та 

модуль безперервного навчання. Описано 

Predictive Routing Algorithm, що здійснює 

проактивний вибір між ZK- та оптимістичним 

шляхом з урахуванням вартості, затримки, 

безпеки та профілю ризику, а також механізм 

Dynamic Resources Allocation, який динамічно 

перерозподіляє ресурси між шляхами. 

Запропонований багатокритеріальний 

фреймворк оптимізації демонструє можливість 

налаштування ваг цілей під специфіку різних 

класів DeFi та Web3-протоколів. Показано, що 

впровадження такої моделі є перспективним для 

систем із високою транзакційною 

інтенсивністю, оскільки дає змогу перейти від 
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ручних конфігурацій до автоматизованих 

політик керування ресурсами та ризиками, що 

спираються на аналіз фактичних даних, в 

гібридних rollup-архітектурах.  

Ключові слова: веб3, адаптивні гібридні 

ролапи, штучний інтелект, блокчейн. 


