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Abstract. The deployment of fifth-generation
(5G) technologies is significantly changing the way
telecommunications networks are designed and
managed. The growth in the amount of data and the
number of connected devices is also increasing the
requirements for adaptive resource management,
low latency, and guaranteed security, and traditional
management mechanisms are often not flexible
enough. In view of these developments, the use of
artificial intelligence (Al) methods that can provide
a dynamic response to changing conditions in real
time is becoming increasingly important. [1]. The
analysis of modern algorithms, in particular, such
as: Graph Neural Networks (GNN), Deep
Reinforcement Learning (DRL), as well as recurrent
architectures LSTM and GRU, which are used to
predict loads and optimize spectrum allocation. This
approach allows us not only to reduce the risk of
overload but also to increase the efficiency of
network management in general [3].

The article considers the use of generative
adversarial networks (GANSs) in the tasks of
detecting DDoS attacks. Our experimental results
confirm that GAN models demonstrate high
accuracy rates of up to 96%, outperforming
traditional algorithms such as decision trees or
SVMs, which is consistent with the results of Maleh
et al. (2021)

In addition, the article analyzes the possibilities
of reducing energy consumption in 5G networks by
implementing  Multi-Agent  Q-learning.  This
approach provides distributed decision-making at
the base station level, taking into account local
changes in the network, which helps to save energy
without compromising the quality of service (Luo,
2020; Sutton & Barto, 2018).

The research results show the significant
potential of Al-oriented approaches in building
scalable, resilient, and cyber threat-resistant next-
generation networks. The recorded reduction in
latency by 42%, improvement in spectral efficiency
by 21%, and energy savings of up to 28% confirm
the practical significance of the proposed solutions.
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The study suggests that it is possible to form a new
architectural concept where Al not only supports the
functioning of the network but also becomes a
mechanism for its self-learning and evolution. [2].
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network  management, cybersecurity, traffic
optimization, wireless communications.

INTRODUCTION

The growth of data transmission, the
increasing number of 10T devices and the
transition to the concept of smart cities place
increased demands on the performance and
stability of telecommunications networks [3].
Traditional network management methods are
unable to provide sufficient flexibility and
adaptability in real-world 5G scenarios. At the
same time, the introduction of artificial
intelligence allows for the creation of
autonomous control systems that can analyze
the network status in real time, predict possible
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overloads and identify potential security threats
[2].

The use of deep learning approaches to
optimize spectrum allocation, such as deep
convolutional neural networks (CNNs) and
Reinforcement Learning (RL) methods, helps
to increase the efficiency of frequency resource
use, which is a critical aspect for ensuring the
sustainable operation of 5G networks [1].
Machine learning algorithms allow for adaptive
adjustment of network parameters, load
balancing, and high-quality communication
even in the face of dynamic changes in network
topology.

The paper focuses on the analysis of modern
5G network optimization algorithms, in
particular, load prediction methods using long-
term short-term memory (LSTM) and the use of
generative adversarial networks (GANSs) for
automatic threat detection [6]. The results of the
study demonstrate the significant potential of
Al in improving network management
mechanisms and enhancing network security,
which makes the proposed methods promising
for future implementations in real 5G networks.

PROBLEM FORMULATION

The rapid development of 5G networks is
accompanied by an increase in the number of
connected devices, a more complex network
topology, and increased requirements for its
stability, performance, and security. Traditional
approaches to network management lack the
flexibility and adaptability necessary for
effective operation under conditions of high
load dynamics. In this regard, there is a need to
introduce intelligent systems capable of self-
learning,  forecasting, and autonomous
decision-making in real time.

The purpose of this research is to analyze
and provide a practical justification for the
effectiveness of using artificial intelligence
methods to optimize the management of 5G
network parameters and ensure their cyber
resilience. The focus is on exploring the
potential of deep reinforcement learning,
recurrent neural networks, and generative
models to solve key network administration
tasks.
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To realize this goal, the following research
objectives have been formulated:

1. Develop an Al model for optimizing
spectrum allocation using convolutional neural
networks (CNN) and the DDPG algorithm.

2.To propose an architecture for predicting
peak loads and delays based on recurrent
networks LSTM and GRU.

3.To build a model for detecting anomalous
traffic and security threats using generative
adversarial networks (GANs) and auto-
encoders.

4.Develop a multi-agent system for energy-
efficient network management based on Multi-
Agent Q-learning.

5.Conduct simulation testing of the
developed models and evaluate their
effectiveness in terms of key performance,
cyber resilience, and energy consumption
metrics.

RESEARCH METHODOLOGY

The methodological basis of the study is
based on a combination of deep learning tools,
data mining, and modeling of dynamic
processes in wireless networks. The study
implemented a step-by-step approach that
includes the development, training, testing, and
comparative evaluation of intelligent models in
a simulated environment.

1. Creating a simulation environment.

We modeled a conditional urban 5G
environment with dynamic load scenarios,
including areas of dense traffic, variability in
user behavior, and the presence of anomalous
patterns. Input data was generated based on
typical user activity profiles in fifth-generation
networks.

2. Architecture of Al modules.

Each research area is implemented as a
separate intelligent module:

Spectrum optimization - CNN+DDPG
model for dynamic management of frequency
resources;

Load forecasting - LSTM/GRU networks for
identifying traffic peaks and managing delays;
Cyber threat detection - GAN in combination
with auto-encoder to recognize DDoS attacks;
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Energy efficiency - Multi-Agent Q-learning for
independent optimization of transmitter power
by base stations.

3. Model training.

The algorithms were trained on simulated
datasets using appropriate loss functions and
optimizers. The training parameters were
adapted to the specifics of each task: in the case
of GAN, minimizing false positives, in
CNN+DDPG, maximizing spectral efficiency,
etc.

4. Experimental testing.

All models were tested on independent datasets
under varying load and attack conditions.
Accuracy, average latency, power consumption,
and spectrum utilization were evaluated for both
traditional models and the proposed Al-oriented
architectures.

5. Comparative analysis.

The results were compared with classical
methods of threat management and detection
(SVM, Decision Tree, rule-based approaches).
The integral assessment included performance,
threat resistance, and self-optimization.

RESEARCH RESULTS

To test the efficiency of integrating artificial
intelligence into 5G network management, a
series of experimental simulations were
conducted using modern deep learning
algorithms. The study covered four key areas:
optimizing spectrum allocation, reducing real-
time delays, detecting cybersecurity threats, and
energy-efficient infrastructure management.

For each area, a separate model was developed
and tested wusing the corresponding Al
architectures, including CNN, DDPG, LSTM,
GRU, GAN, and MAQL. The experiments were
conducted on simulated data that reproduced the
conditions of an urban environment with a high
network load. All models were evaluated by key
performance  metrics: accuracy, latency,
resource efficiency, and energy consumption.
Below is a summary of the results, as well as
graphical visualizations that clearly demonstrate
the impact of the applied algorithms on the main
network parameters.

Al-Based Spectrum Allocation Optimization
Using deep learning algorithms to dynamically
reallocate frequency resources allows for
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adaptive coverage and minimizes interference
between base stations [1]. In the course of
experimental modeling, a neural network
architecture consisting of deep convolutional
neural networks (CNNs) combined with the
DDPG (Deep Deterministic Policy Gradient)
algorithm was developed, which allows for
optimal real-time management of the frequency
resource. The model is trained on network load
data and is able to predict fluctuations in traffic
intensity by adjusting the allocation of
frequency bands between base stations.

The formal model of frequency spectrum
allocation is defined by the equation:

fopt=arg¢\ggzwi<f>—li(f)=zz% &)

where is the optimal frequency, represents the
channel utility for wuser i, denotes the
interference level, is the transmission power of
base station j, and is the distance between the
user and the base station.
As a result of testing under real network load
conditions, it was found that the proposed
method can reduce network congestion by 35%,
which significantly improves connection quality
and resource efficiency [5].

Reducing delays in real time

This is a method for peak load prediction and
dynamic packet queue management in 5G
networks based on Deep Recurrent Learning
(LSTM) combined with Gated Recurrent Unit
(GRU) mechanisms [6]. The proposed model
allows for efficient analysis of historical
network traffic data, predicting the moments of
maximum load and optimizing packet routing to
minimize delays.

Formally, the latency prediction model can
be described by the following equation:

Toreg (t+1) =W,y + WG +b) - (2)
where represents the input data from the Gated
Recurrent Unit, which helps reduce parameter

dimensionality and improve prediction
accuracy.
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Fig. 1. Spectrum utilization efficiency before and after applying the Al model

Experiments have demonstrated that the
application of this model reduces the average
packet delay by 42%, which is critical for
connected 0T devices and mobile users [7]. In
addition, it was found to improve the
adaptability of packet routing and the overall
level of traffic service under peak loads.

The use of deep recurrent neural networks
for adaptive data queue management in 5G
networks allows operators to improve service
quality, optimize resource utilization, and
minimize delays in a highly dynamic network
environment. This opens up new opportunities
to improve the scalability and performance of
modern telecommunications infrastructures.

Al methods of detecting attacks

To improve the efficiency of DDoS attack
detection, a model based on auto-encoders
combined with generative adversarial networks
(GANs) was developed to generate realistic
patterns of anomalous traffic and recognize
potential threats with high accuracy [2]. The use
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of GAN:Ss in the traffic analysis process ensures
that the model is trained to distinguish between
legitimate and malicious packets in the face of
high variability in attack strategies.

The loss function in a generative adversarial
network for threat detection is defined by the
following equation:

L = Ex_Prao, 109 D(X) + E,_, 1, [log(1-D@))] (3)

where D(X) is the discriminator, and G(Z) is the
generator that creates fake attacks to train the
system.

During the experimental modeling and testing
of the GAN analytics model on real network
traffic datasets, it was demonstrated that the
proposed method allows achieving 96%
accuracy in detecting DDoS attacks, which
exceeds the efficiency of traditional anomaly
analysis methods, such as suspicious traffic
detection rules or basic machine learning
algorithms.

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 3(16), 2025, 47-53



Information technologies

Comparing the accuracy of DDoS detection
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Fig. 2. Comparison of the accuracy of DDoS detection methods: GAN, SVM, Decision Tree

The results of the study prove that the
implementation of the GAN model in the
cybersecurity system of 5G networks can
improve the ability to identify threats in real
time, reduce the level of false positives, and
ensure automatic adaptation to new attack
scenarios. Further research should be aimed at
integrating the proposed architecture into
integrated cybersecurity solutions for telecom
operators and extending it to detect other types
of attacks, such as botnet attacks and insider
threats.

Optimization of power consumption

To ensure effective power management in 5G
networks, a methodology based on Multi-Agent
Q-learning (MAQL) has been developed that
allows for autonomous adjustment of
transmitter power depending on the current load
and environmental conditions [4]. The use of
multi-agent learning allows each base station to
analyze the network status and adaptively
change the transmission level without losing the
quality of service.

Optimized power management is based on an
updated reward function that takes into account
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not only the balance between communication
quality and transmission power, but also
dynamic environmental conditions:

Q(5.2) = (- 2)Q(5,2) +a(r + 7 Max Qs ,2) - - Posy (4)

where Q(s,a) - represents the value of state s
when action a is taken, r - is the reward for
maintaining high service quality, y - is the
discount factor that determines the weight of
future rewards, P_total - represents the total
energy consumption of the entire network, and
B - is the weighting coefficient that controls the
impact of energy consumption on the decision-
making process.

The modeling results demonstrated that the
application of the proposed methodology
reduces the overall power consumption by 28%
without losing the stability of network
coverage. In addition, the use of multi-agent
learning has reduced the overload on base
stations by improving load balancing between
neighboring nodes [7].
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Fig. 3. Impact of Multi-Agent Q-learning on power consumption and 5G network stability

The introduction of Multi-Agent Q-learning into
the 5G infrastructure allows mobile operators to
automate the process of transmitter power
management, reduce operating costs and make
the system more environmentally sustainable.
Further research can be aimed at integrating
quantum algorithms into the power optimization
model and expanding the system's self-learning
capabilities to predict peak loads in real time.

CONCLUSIONS

The results of this research confirm that the
integration of artificial intelligence methods
into the operation of 5G networks opens up new
horizons in the field of adaptive management of
telecommunications infrastructure.  Unlike
traditional approaches, the proposed Al-
oriented models allow for flexible, context-
dependent real-time adjustment of critical
network parameters. Empirical modeling has
shown that:

the use of CNN+DDPG provides 35% lower
channel congestion and 21% higher spectral
efficiency;

the combination of LSTM and GRU reduces
the average packet transmission delay by 42%,
which is critical for maintaining loT
infrastructure;

the GAN model with auto-encoder achieves
96% accuracy in detecting DDoS attacks,
demonstrating an advantage over classical
threat detection methods;

MAQL reduces power consumption by 28%

while maintaining high network stability of over

90%.
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The complexity of the proposed approaches is
manifested in the ability of systems to
simultaneously achieve a balance between
performance, threat resistance, and energy
efficiency. This synergy of Al and 5G defines a
new paradigm in building autonomous, self-
optimized network structures capable of self-
learning and adaptation in the face of high load
dynamics and threats.

Of particular importance is the prospect of using
multi-agent learning as a basic principle for
distributed network management, which ensures
scalability and increased fault tolerance. In
addition, the inclusion of generative models in
the cybersecurity system allows for a shift from
a reactive to a proactive approach to threat
identification.

In the future, it is advisable to focus efforts on:
integration of quantum computing models into
the process of real-time decision optimization;
creating hybrid neural architectures that
combine logical and statistical modeling for
complex network behavior scenarios;
development of ethical standards for the use of
Al in the communication infrastructure, in
particular, regarding the autonomy of decisions
in crisis situations.

Thus, the synthesis of Al and 5G not only solves
existing technical challenges but also lays the
foundation for a new generation of digital
ecosystems focused on the resilience, security,
and intelligent evolution of networks.
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I Tyunnii inteaekrt y 5G: ontumizanist
YIPABJIiHHA MepeKelo Ta CHCTeMH Kidep3axucry

Bixmopis Tpogumuyx, Oleksandr Turovskyi

AHoTtamisi. PosropraHHs TeXHONOTH 11’ATOTrO
mokoJiiHHsA  (5G) CYTTEBO 3MIHIOE MIIXOAH JI0
MPOEKTYBAHHS Ta yIpaBIIiHHS
TEJEKOMYHIKAI[ITHUMHI MepeKaMu.
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3p00TaHH5[ BEIIMKOI KiIbKOCTI JaHUX , a TaKOX

KUIBKICTh ~ MIIKIIOYEHUX  TIPHUCTPOIB,  TaKOXK
BiI0OyBa€ThCS 3POCTaHHS BUMOT JI0 aJallTHBHOTO
KepyBaHHS  pecypcaMu, MiATPUMKHA  HH3BKUX
3aTPUMOK 1 TapaHTOBAaHOI O€3IeKW, TpPaTUIlikHI
MEXaHI3MH  YOPaBIiHHSA  YacTO  BUSBISIFOTHCS
HEJOCTaTHHO THYYKUMHU. 3 OISy Ha Il MOl
BXJIMBOCTI Ha0yBae 3aCTOCYBaHHS  METOJIB

mryuroro inrenekty (II), sxi 3paTaHi 3a06e3nednT
IUHAMIYHE pearyBaHHS MepeXi Ha 3MiHy YMOB Yy
peansHOMY 4Yaci.

[IpoBeneHo aHami3 Cy4acHUX aJTOPHTMIB, 30KpeMa
takux sk: Graph Neural Networks (GNN), Deep
Reinforcement Learning (DRL), a Takox
pexypentHux apxitektyp LSTM 1 GRU, ski
BUKOPHCTOBYIOTHCS TSt IPOTHO3YBaHHS
HaBaHTa)XCHb Ta ONTHUMI3aIlil PO3MOALTY CHEKTpY.
Jauuii migxig J03BOJISE HAM HE JIMINE 3MCHIIMTH
PU3MKH TIEpEBaHTAXEHHsS, aje W MiABUIIUTH
e()eKTUBHICTh YIIPABIiHHSI MEPEXKEIO 3arajioM.
PosrasnyTo BUKOPUCTAHHS TeHepPaTUBHUX
3MmaranbHuX Mepex (GANS) y 3amavax BHUSBICHHS
atak tuiry DDoS. ExcnepuMeHTanbHI pe3ynbTaTH,
sIKi OyJTM HAMU OTPUMaHi MiITBEPAXKYIOTh, 110 GAN-
MOJIEJIi IGMOHCTPYIOTh BUCOKI TTOKa3HUKH TOYHOCTI
— 10 96%, nepeBepLIyIOYH TPAJULIHH]I alrOPUTMH
HAa KIOTaNT JepeBa pimeHb uu  SVM, 1o
Y3TOJKYEThCS 3 pe3yIbTaTaMu 1ociimpkens Maleh et
al. (2021).

Oxpim TOrO, ¥ CTaTTI MPOAHATI30BAHO MOXKIIUBOCTI
3HWKCHHS EHEpProcrnokuBaHHiA B SG-Mepekax
HUBIXOM  BripoBapkeHHs Multi-Agent  Q-learning.
Takuit miaxin 3abe3nedye po3MnojiieHe TPUHHATTS
pilIeHb Ha piBHI 0A30BHX CTaHIIN 3 ypaxyBaHHIM
JIOKaJbHUX 3MIH Yy MEpexi, M0 CHOpHUse eKOHOMil
eHeprii 6e3 moripmeHHs skocTi cepicy (Luo, 2020;
Sutton & Barto, 2018).

Pesynbratu JoCTiDKEHHS CBIIYaTh MPO 3HAYHUH
noteHnian Al-opieHTOBaHMX MiAXOMiB Y TOOYI0Bi
MacITabOBaHUX, CTIMKUX 10 300iB 1 Kibep3arpos
MepeX HOBOTO MOKOJiHHA. 3adikcoBaHe 3HIKEHHS
3aTpuMOK Ha 42%, TOKpaleHHs CIeKTPaTbHOI
edexTuBHOCTI Ha 21% 1 exoHOMIs eHeprii 10 28% €
MiATBEPHKECHHSM MPaKTUYHOT 3HAYYIIOCTI
3aMpoNOHOBAHUX pillicHb. [IPOBIBIIN MOCITIIKEHHS
BapTO 3BEPHYTH yBary, Ha Te, IO € MOXIHUBICTh
(hopMyBaHHS HOBOI apXiTEKTypHOi KOHIEMNLii, ne
I He numre miaTpumye GyHKIIOHYBaHHS MEPEXKi, a
¥ cTae MexaHi3MOM T CaMOHaBYaHHS Ta €BOJIIOL]T.
Kurouosi caoBa: IlItyunmii intenext, SG-mepexi,
yIIpaBIiHHS Mepexero, KibepOesrneka, OnTHMI3alis
Tpadiky, 0Oe3qpoTOBI  KOMYyHIKallii, rIHOOKe
HaBYaHHSL.
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